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Resumen

Resumen

El presente trabajo examina una extensi�on de expresiones regulares sobre cadenas con incer-
tidumbre. En el modelo est�andar de expresiones regulares, los datos recibidos son una secuencia
de s��mbolos bien posicionados y bien de�nidos, pertenecientes a un alfabeto Σ, mientras que la
salida es un indicador que nos dice si la cadena cumple, o no, el patr�on de la expresi�on, es decir,
si la cadena pertenece al lenguaje generado por la expresi�on. En este trabajo, asumiremos la
incertidumbre de los datos recibidos por la expresi�on regular.

Propondremos un modelo con incertidumbre, basado en la recepci�on de s��mbolos corruptos
por el ruido del canal por donde son transmitidos. Como consecuencia de este ruido en el canal,
durante el proceso de reconocimiento de s��mbolos, nosotros no veremos simplemente un s��mbolo,
si no que obtendremos una distribuci�on de probabilidad ν : Σ → [0, 1], donde ν(a(n)) es la
probabilidad de que el s��mbolo que estemos observando sea a(n). Despu�es, estos s��mbolos a(n)

ser�an enviados al algoritmo de comprobaci�on de la expresi�on regular, para operar sobre ellos.

En este trabajo, desarrollaremos algoritmos que puedan encontrar la cadena mas probable
que cumpla el patr�on de la expresi�on regular φ, bas�andonos en las observaciones ν. Ademas,
extenderemos este m�etodo para que sea capaz de considerar �ujos de datos in�nitos con in-

certidumbre, y estudiaremos sus propiedades. Despu�es, expondremos y exploraremos ejemplos
pr�acticos concretos, que puedan ser extrapolados a escenarios similares, donde aplicaremos nue-
stro modelo y demostraremos que nuestros algoritmos aseguran la decibilidad con probabilidad
1, bajo ciertas circunstancias, pueden calcular justi�cadamente la probabilidad de cumplimiento
de un patr�on en una cadena de s��mbolos, y son capaces de recobrarse de errores de lectura.

Palabras Clave

stream in�nita, datos con incertidumbre, expresiones regulares
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Matching Regular Expressions on Uncertain Data

Abstract

The present work examines an extension of regular expressions to the case in which the string
data is uncertain. In the standard embodiment of regular expressions, the input is a sequence of
well positioned and well de�ned symbols from a �nite alphabet Σ, and the output is an indication
of whether the string matches the expression, that is, whether the string belongs to the language
generated by the expression. In this work, we will assume uncertainty on the received input of
the regular expressions.

We will propose an uncertainty model based on receiving symbols corrupted by the noise
of the channel over which they are emitted. As a consequence of this channel noise, during
the process of symbol recognition, we won't just see a symbol, but a probability distribution
ν : Σ → [0, 1], where ν(a(n)) gives the probability that the symbol we are observing is a(n).
Then, these symbols a(n), are submitted to the regular expression matching algorithm which
operates over them.

In this work, we shall develop algorithms to �nd the most likely match of a regular expressions
φ based on the observations ν. In addition, we shall further extend the method to consider in�nite
streams of uncertain data, and we shall study their properties. Then, we will set and explore
concrete practical examples, which could be extrapolated to similar scenarios, where we will
apply our model and we will show that our algorithms ensure the decidability with probability 1
under determinate circumstances, can calculate justi�ably the matching probability of a string
of symbols, and are able to recover from reading errors.

Key words

in�nite stream, uncertain data, regular expression
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1
Introduction

1.1 Motivation and goal of the project

This work is dedicated to continue the preliminary study of an extension of one of the most
important element in computer science, regular expressions or regexs, as proposed on [1]. Regular
expressions are a very powerful tool for searching over strings of symbols, and checking the
compliance of these symbols with a pattern. Their widespread use is one to their e�ciency and
to their very well understood properties. Regular expressions are equivalent to �nite automaton
[2] and consequently, they recognize regular language [2]. Exploting this equivalence, e�cient
matching algorithm can be de�ned [3]. In the standard embodiment of �nite regular expressions,
the input is a string of symbols from a �nite alphabet Σ, and the output is an indication of
whether the string matches the expression, that is, whether the string belongs to the language
generated by the expression (formal de�nition of these concepts is shown on next chapter).

The standard model relies on three assumptions on the input for the matching algorithm:

1. The input is a �nite sequence of symbols:The input is a �nite sequence of symbols:The input is a �nite sequence of symbols: ω = a1...an where ai ∈ Σ

2. The symbols are well positioned:The symbols are well positioned:The symbols are well positioned: If we distribute the symbols on a timeline based on their
emission, symbol ai+1 is situated on that timeline after symbol ai

3. The symbols are well de�ned:The symbols are well de�ned:The symbols are well de�ned: The identity of the ith symbols is ai ∈ Σ, without uncer-
tainty

Regular expressions have been extended to situations in which assumptions 1) and 2) fail. In [4]
regular expressions were applied to streams, that is, to in�nite list of symbols, in contraposition
to point 1), while in [5, 6] they were applied to partially ordered data, in contraposition to point
2).

In this work, we shall address the situation in which 3) is no longer valid, that is, we will
assume that the identity of the ith symbols received is subject of uncertainty. Having this
uncertainty on the input may entail a problem for meaningful string matching, and we should
realize that as a consequence, this can lead also to a loss of accuracy on any syntactical scanners
which will be dependent of the output of the automaton, thus increasing the information entropy.
Recent research has tried to recover information from the received symbols by studying the use
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of context-aware lexical scanners [7, 8], and even prototyping them [9], or developing extensible
regular expressions [10, 11]. These solutions try to approach most of the consequences which
may be derived from not having full con�dence on the received symbols, but don't actually
address the real problem rather they bypass it. In order to give a solution to this problem, we
will need �rst to fully understand it by properly de�ning the situation we are facing in a more
precise way.

Our uncertainty model postulates a ground truth (the symbol emitted by M) corrupted
by noise. This noise can be produced either by contingent (produced by the limitations of the
symbol recognizer [12]) or by intrinsic causes derived from the symbol de�nition (produced when
de�ning symbols which are trying to grasp subjective or complex concepts [13]), this noise can
be de�ned in a generic way as a channel noise. As a consequence of this channel noise, during
the process of symbol recognition, we won't just see a symbol, but a probability distribution
ν : Σ → [0, 1], where ν(a) gives the probability that the symbol we are observing is a. Then,
symbols are emitted at a discrete rate over a channel which contains noise. These symbols,
corrupted by the channel noise, are recognized by the detector with certain degree of accuracy.
That means, when any symbol a is emitted, it gets corrupted by the channel noise, then the
detector associate the received corrupted symbol to n symbols (a(n)) with di�erent probabilities
(ν(a(n))), according to the likelihood of these symbols to the corrupted one. Then these symbols
a(n), are submitted to the regular expression matching algorithm which operates over them.
After L iterations of this process, the algorithm then determine whether it has �nd or not a
matching string. This model is shown in Figure 1.1.

-

-

-

-M N φ
a

ν(a(1))
.
.
.

ν(a(n))

Figure 1.1: The model of string production and detection. The original string, of length L, is
generated by a Markov chain over the alphabet Σ; a channel noise corrupts this initial chain
with probabilities p(a(i)|a) = ν(a(i))∀a(i) ∈ Σ. The marginal probabilities p(a(i)) resulting from
these are the observations that are fed to the regular expression matching algorithm which must
determine whether the string contains a sub-string that matches the expression.

Note that the model is not limited to �nite lists: the module M may be assumed to produce
a stream of symbols. This situation forces us to propose this as an additional problem that our
model must give solution, and additionally being able to make the �nal problem de�nition which
must be addressed by our model, this is, the handling of in�nite streams of uncertain data.

In this work, we shall develop algorithms to �nd the most likely match of a regular expressions
φ based on the observations ν and we shall study their properties. Our purpose is to ensure these
algorithms will have a stop condition, and to measure how accurate they will be at the time
of matching words, by calculating their error recovery at the time of associating symbols with
either high or low probabilities. We will carry out this task by setting and exploring concrete
practical examples, which could be extrapolated to similar scenarios. On this study we will �nd
the necessary conditions that these scenarios should have, and what kind of tools our model
should use on these scenarios, in order to reduce the error of applying regular expressions over
uncertain data as much as possible.

Recent studies have pointed out the importance of developing algorithms for using regular
expressions over uncertain data, and have tried to address similar problems related to streams
of data and regular expressions [12, 13]. Those studies have proposed practical systems which
work under those circumstances, trying to give a solution to the most common problems which
arises on these situations. Still these studies have been focused on how to detect complex events
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on real time from a large number of possible similar events and how to calculate its correlated
probability [13], little has been done in what refers to stop conditions of their algorithms, and
no studies have been done referring to that situation. The scienti�c novelty of this approach is
such that the work is the only one of its kind in this scienti�c area and creating a theoretical
basis for future researches.

1.2 Structure of the document

The remaining of this work is structured as follows. Chapter 2 describes concepts that will be
used throughout the document, and de�ne theorems on which our model is based; Chapter 3
shows our model de�nition and study its behavior when dealing with �nite strings on di�erent
scenarios; whereas Chapter 4 present an extension of the model to in�nite lists, on this extension
additional scenarios are presented and studied. Finally in Chapter 5 we conclude the document
with a brief analysis of obtained results, and proposing a direction for future studies on this
�eld.

CHAPTER 1. INTRODUCTION 3
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2
Background

2.1 Regular expressions

We present here a brief reminder of the relevant facts about regular expressions, limited to
what we shall use in the remainder of the paper. The interested reader may �nd more detailed
information in the many papers and texts of the subject, such as [14, 15, 2].

Let Σ be a �nite alphabet. We shall denote with Σ∗ the set of �nite sequences of symbols of
Σ, including the empty string ε. A word, or string on Σ is an element of Σ∗, that is

ω = a1a2 · · · an ∈ Σn ⊂ Σ∗ (2.1)

We shall use exponents to represent repetitions of the same sub-string, so if x, y, z ∈ Σ∗, we
shall set

xykz ≡ x yy · · · y︸ ︷︷ ︸
k

z (2.2)

We shall indicate with |ω| the number of symbols of the string ω. Also, we shall indicate
sub-strings of ω using indices in square brackets, that is

ω[i : j] = ai · · · aj 1 ≤ i ≤ j ≤ |ω| (2.3)

If i = j then ω[i : j] = ε, the empty string. We shall indicate ω[ : j] = ω[0, j].

A regular expression φ is a �word recognizer�, that is, a structure that de�nes a subset L(φ) ⊆
Σ∗. The set L(φ) is called the language recognized by φ. Syntactically, regular expressions are
de�ned as:

φ ::= a|φφ|φ∗|φ+ φ|(φ)|ε|η (2.4)

with a ∈ Σ. The symbol ε represents the expression that only recognizes the empty string, while
the symbol η is the expression that doesn't recognize any string, that is

L(ε) = {ε}
L(η) = ∅

(2.5)

In order to de�ne the semantics of an expression φ, we de�ne the modeling relation |=. Given
a word ω and an expression φ, we say that ω models φ (ω |= φ) if the following conditions are
met.

5
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ω |= a i� ω = a

ω |= φ1φ2 i� there are ω1, ω2 such that ω = ω1ω2, ω1 |= φ1, ω2 |= φ2

ω |= φ1 + φ2 i� ω |= φ1 or ω |= φ2

ω |= φ∗ i� ω = ε or there is k > 0 such that ω |= φk

(2.6)

The language L(φ) is then de�ned as L(φ) = {ω|ω ∈ Σ∗ ∧ ω |= φ}. Two expressions are
equivalent if they recognize the same language, that is, we de�ne φ ≡ ψ if L(φ) = L(ψ).

Given an expression φ its length |φ| is the number of symbols it contains.

A regular set (or regular language) is a set R ⊆ Σ∗ such that there is a �nite expression φ
(|φ| <∞) such that L(φ) = R.

One important aspect of regular expressions is their connection with �nite state automata.

De�nition 2.1.1. A �nite state automaton is a 5-tuple A = (Q,Σ, q0, F, δ) where Q is a �nite

set of states, Σ is the input alphabet, q0 ∈ Q is the initial state, F ⊆ Q is the set of �nal states,

and δ ⊆ Q× (Σ ∪ {ε})×Q is the state transition relation

A transition of the form δ(q, ε) is called an ε-transition. The previous de�nition refers to a
non-deterministic �nite state automaton (NFA(, if δ is a function δ : Q×Σ→ Q, the automaton
is called deterministic (DFA).

An automaton is also a word recognizer. Let ω = a0a1 · · · an−1 ∈ Σn a word. A run r of A
over ω is a sequence of states q0, q1, . . . , qn ∈ Qn+1 such that q0 is the initial state and for all
i = 0, . . . , n− 1 it is δ(qi, ai, qi+1).

A run is accepting if qn+1 ∈ F ; the word ω is accepted by A (written A ` ω) if there is an
accepting run for it. The language recognized by A is then de�ned as

L(A) = {ω|ω ∈ Σ∗ ∧ A ` ω} (2.7)

Deterministic and non-deterministic automata recognize the same class of languages. The
relation between automata and regular expressions is given by the following theorem [16]:

Theorem 2.1.1. Given a regular expression φ, there is an automaton A such as L(φ) = L(A);
conversely, given an automaton A, there is a regular expression φ such that L(φ) = L(A).

2.2 Regular expressions and in�nite streams of events

As we mentioned in the introduction, regular expressions matching can be extended to streams,
that is, to in�nite lists. In the case of �nite lists, we have a match if the whole list satis�es
the conditions de�ned on the equations 2.6. The extension to in�nite lists can be done in
several ways. The �rst is a direct extension that requires that the whole in�nite list matches
the expression. This kind of match is recognized by B�uchi automata [17], and despite its great
theoretical interest, its practical applications are, for obvious reasons, limited.

A second option is to look for �nite sub-lists of the stream that match the expression in the
standard sense. This is the framework used in [4], and the one we shall consider here.

In this case, it is convenient to couch our argument in the language of events. We shall
say that the emission of the element ai corresponds to the occurrence of the elementary event
a at the time i. The events are not observed directly, but the values νi(a

(1))...vi(a
(n)) give us

6 CHAPTER 2. BACKGROUND
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the probabilities of the simple events at the time i. If a �nite sequence of events matches φ
(ω[i : j] |= φ), we shall say that we have observed a complex event de�ned by φ. Our aim in this
case is to estimate the probability of occurrence of complex events to choose the most likely.

Note that this event de�nition give a discrete de�nition of time. Without a discrete de�nition
of time, either there will be needed additional mechanisms to be able to apply regular expressions,
or there will no additional mechanism and regular expressions won't be possible to apply at all
[18, 19]. The de�nition of event, allows us to proceed to the de�nition of bounded stream:

De�nition 2.2.1. We call bounded stream S of size n to the concatenation of n events, where

a1 is the �rst element of the stream, and an the last one.

We can see that the bounded stream de�nition is the same to the string de�nition done in
section 2.1, when having same alphabet Σ. So after this point we won't make a distinction
between a bounded stream and a string, and we will just use the term string or word. Still this
de�nition will be useful to have a better understanding of the de�nition of unbounded stream:

De�nition 2.2.2. Having a stream S, we call that stream unbounded if for each stream ω ⊂ S,
there exist Ω ⊂ S such as ω ⊂ Ω

A consequence of this de�nition is the following theorem:

Theorem 2.2.1. ∀ai of an unbounded stream S there exists ai−1 and ai+1

Proof. Let's consider ω = ai contained in a unbounded stream S. If ω ⊂ S =⇒ ∃Ω ⊂ S such
as ω ⊂ Ω. That means that necessarily there must exist either ai−1, ai+1 of both. Let's consider
it only exists ai+1, and therefore ai+1 ∈ Ω. If we take Ω = ∪j≥iaj , it is obvious Ω ⊂ S, and
necessarily there must exists ΩB ⊂ S such as Ω ⊂ ΩB. This new ΩB must contain ai−1. The
proof for ai+1 is analogous to this one

Without loss of generality we will refer to a1 as the �rst considered symbol of the unbounded
stream, but it is important to know that there have existed symbols previous to this one. These
previous symbols is what we will call previous context of a string. It is automatically to see
that generally regular expressions are not decidable over a �nite time on unbound streams, since
unbounded streams are not bounded to any �nite time. Still, there is a remarkable subset inside
the set of regular expressions which is actually decidable over in�nite strings:

Theorem 2.2.2. If the expression φ is limited (ω |= φ =⇒ |ω| < N <∞ ), φ is decidable over

unbounded streams, but it is intractable (NP-complete)

This theorem was proven in [4].

2.3 Matching as path �nding

The recognition algorithm that we use in this paper is a modi�cation of an indirect method known
as the DB-graph of the intersection graph [4]. Let A = (Q,Σ, q0, F, δ) be the (nondeterministic)
automaton that recognizes a regular expression φ, and let ω = a1 · · · an be a string. We build
the intersection graph I(φ, ω) = (V,E) as follows:

i) V is the set of pairs (q, k) with q ∈ Q and k ∈ [0, . . . , n];

CHAPTER 2. BACKGROUND 7
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ii) (u, v) ∈ E if either:

a) u = (s, k − 1), v = (s′, k) and s′ ∈ δ(s, ak), or

b) u = (s, k), v = (s′, k) and there is an ε-transition between s and s′, that is s′ ∈ δ(s, ε)

In order to simplify the notation, when no confusion arises, in the �gures, algorithms, and some
formulas, we shall indicate the vertex (si, k) as ski . Recognition using the graph is based on the
following result:

Theorem 2.3.1. ω |= φ i� I(φ, ω) has a path (q0, 0)
∗−→ (s, n) with s ∈ F .

Proof. ω |= φ i� the automaton has an accepting run, that is, a sequence of states q0q1 · · · qn
such that qi ∈ δ(qi−1, ai) and qn ∈ F . It is immediate to see from the de�nition of the graph
that such a run exists i� there is a path

(q0, 0)→ (q1, 1)→ · · · → (qn, n) (2.8)

in I(φ, ω).

In some cases we are interested in determining whether there is a sub-string ω[i : j] of ω that
matches φ. To this end, it is easy to verify the following result:

Corollary 2.3.1. ω[i : j] |= φ i� I(φ, ω) has a path (q0, i− 1)
∗−→ (s, j) with s ∈ F .

Example I:Example I:Example I:
Consider the expression φ ≡ (aba)∗a∗bb∗, corresponding to the NFA

// s0

a

||

ε // s1

a

		
b // s4

a

		

s3
b

// s2

a
bb (2.9)

and the string ω = abaababb. The graph I = (φ, ω) is

s0
0

a

��

��

s1
0

b

��

s2
0

a

��

��

s3
0

a

��

��

s4
0

b

��

s5
0

a

��

��

s6
0

b

��

s7
0

b

��

s8
0

��
s0

1
// s1

1

��

s2
1

// s3
1

// s4
1

��

s5
1

// s6
1

��

s7
1

��

s8
1

s0
2

GG

s1
2 s2

2

CK

s3
2

GG

s4
2 s5

2

CK

s6
2 s7

2 s8
2

s0
3 s1

3

<D

s2
3 s3

3 s4
3

<D

s5
3 s6

3

@@

s7
3

@@

s8
3

s0
4 s1

4
// s2

4 s3
4 s4

4
// s5

4 s6
4

// s7
4

+3 s8
4

(2.10)

The double edges show a path from s0
0 to s

8
4 corresponding to the accepting run s0s3s2s0s3s2s0s1s4s4,

which shows that the string matches the expression. Note that the sub-string ω[4 : 7] = abab
also matches the expression, corresponding to the path s3

0 → s4
3 → s5

2 → s6
0 → s6

1 → s7
4.
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Example II:Example II:Example II:
Consider the same expression and the string ω = aba; the graph I(φ, ω) is now

s0
0

a

��

��

s1
0

b

��

s2
0

a

��

��

s3
0

��
s0

1
// s1

1

��

s2
1

// s3
1

s0
2

GG

s1
2 s2

2

GG

s3
2

s0
3 s1

3

@@

s2
3 s3

3

s0
4 s1

4
// s2

4 s3
4

(2.11)

The graph has no path from s0
0 to s3

4, indicating that the string doesn't match the expression.
However, there is a path from s0

0 to s2
4, indicating that the sub-string ω[1 : 2] = ab does match

the expression

CHAPTER 2. BACKGROUND 9





3
Formal model de�nition

3.1 Formal model de�nition

In this chapter, we shall give a formal de�nition of the matching problem on the model of
Figure 1.1, and we shall develop the optimal matching algorithm. For the time being, we shall
consider only the �nite case, that is, we shall assume thatM emits a string ω with |ω| = L. Our
goal is to determine the most likely sub-string ω[i : j], observing the di�erent values of ν1..νL,
such that ω[i : j] |= φ

The symbols are emitted over a channel which contains noise, so that when the symbol a is
emitted what we really observe is a discrete occurrence probably distribution over Σ, that is, we
observe the quantities ν(a) where a ∈ Σ and with

∑
a∈Σ ν(a) = 1 1. Here, the detector is also

giving us alphabet's de�nition, a ∈ Σ ⇔ p(a) 6= 0. Also, at any time something is observed,
this implies that ∃a(i) ∈ Σ such that for a received a ∈ Σ p(a(i)|a) 6= 0. Due to this alphabet's
de�nition, and under the premise of having a well de�ned alphabet (all possible events are
considered), the set of de�ned events are collectively exhaustive and mutually exclusive (�one
and only one of the events occur� [20]), and therefore the union of all possible events must
always occur, if we think of the probability as a weight [21]. The string ω is generated by a
Markov chain with transition probabilities q(ak|ak−1). Here symbols, as representation of real
life events, are not understand as an absolute truth of probability 1, but as a truth with certain
grade uncertainty. Let ω = a1a2 · · · aL the (unknown) string emitted by M , and ω′ = a′1 · · · a′L
the string composed by the symbols a′j , where a

′
j = a

(i)
j such as ω′ |= φ. Note that this ω′,

doesn't have to be unique, as there may exist several combination of a
(i)
j which match φ.

We are receiving L symbols, but we are looking for possible substrings that match the expres-
sion. This entails that we have somehow to compensate for the bias towards shorter expressions.
The posteriori probability of an expression ω will be given as the product of the probabilities
of its constituting symbols, and shorter expressions will correspond to multiplications with a
smaller number of terms, which tend to generate higher probabilities.

1Note that this is a formal model not corresponded to what actually happens in regular expression standard
applications: we generally have a detector that attempts to detect a symbol (which is, in this case, an event),
and stops considering any other similar events which may have occurred. On those models symbols are taken as
certain whether they are or not

11
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To avoid this, we consider the a priory information carried by a string. If we have no a
priory information on the string that is being emitted, it being revealed to us would carry an
information equal to ii(ω) = − log P (ω). If we have at our disposal the string ω′, we have an
estimation of the strings ω′, so we already have some information about it. The new information
that we would have by knowing the actual string ω is i2(ω) = − log P (ω|ω′).

The information that ω′ gives us input ω is the di�erence of these two values:

I(ω, ω′) = i1(ω)− i2(ω) = logP (ω|ω′)− logP (ω) = log
P (ω|ω′)
P (ω)

(3.1)

The P (ω) at the denominator avoids the bias towards short strings: given two strings ω′1 and ω
′
2

with the same value of posteriori probability, we shall select the longest one: the longest string
is the one for which the a priory information was greater and therefore the one for which the
information given by the estimation is greater.

The probability P (ω|ω′) is given by

P (ω|ω′) = P (an, ω[ : n−1] |ω′)
= P (an, ω[ : n−1] |ω′[ : n−1])

= P (an |ω[ : n−1], ω′[ : n−1])P (ω[ : n−1] |ω[ : n−1])

= P (an | an−1, a
′
n)P (ω[ : n−1] |ω[ : n−1])

(3.2)

The last equality derives from the dependencies of an: it depends only on an−1 via the Markov
chain and on a′n via the estimation: it is independent on all the other symbols of ω and ω′. The
�rst term of the last equation can be rewritten using Bayes's theorem as

P (an|an−1) =
P (a′n | an, an−1)P (an | an−1)

P (a′n | an−1)

=
p(a′n | an)q(an | an−1)

P (a′n)

(3.3)

This is a recursive equation that gives as a result

P (ω|ω′) =
1

P (ω′)

n∏
k=1

p(a′k | ak)q(ak | ak−1) (3.4)

where we assume that q(a1|a0) = P (a1) is the a priory probability that the string begin with a1.

The criterion that we try to maximize is therefore:

L(ω) = log

(
1

P (ω)P (ω′)

n∏
k=1

p(a′k | ak)q(ak | ak−1)

)
=

n∑
k=1

log

(
p(a′k | ak)q(ak | ak−1)

P (ω)P (ω′)

)
(3.5)

The a priory probabilities will be taken as those that result in the maximum information, that is,
it will be assumed that the two strings ω and ω′ will be composed by assembling independently
generated, uniformly distributed symbols. This results in

P (ω) = P (ω′) =
1

|Σ|n
(3.6)

Therefore

L(ω) =

n∑
k=1

log
(
|Σ|2p(a′k | ak)q(ak | ak−1)

)
(3.7)

12 CHAPTER 3. FORMAL MODEL DEFINITION
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We are interested not only in detecting maximum length strings, but in detecting sub-strings
ω[i : j] as well. To this end, we de�ne the partial information di�erence:

Li,j(ω) =

j∑
k=i

log
(
|Σ|2p(a′k | ak)q(ak | ak−1)

)
= (j− i+1) log |Σ|2 +

j∑
k=i

log
(
p(a′k | ak)q(ak | ak−1)

)
(3.8)

The �rst expression is the one we actually use. We have written down the second expression to
highlight the e�ect of considering prior information: the term (j− i+ 1) log |Σ|2 is the bias that,
all else being equal, favors the detection of longer strings. This bias derives from the fact that
a long string is, a priory, less likely than a short one.

Our problem can therefore be expressed as �nding the sub-string:

ω̄ = arg maxω[i : j] |= φLi,j(ω) (3.9)

Two simpli�ed cases are of importance in applications. The �rst is when the generation of
the symbols has no temporal dependency, in which case q(ak | ak−1) = q(ak), and

Li,j(ω) =

j∑
k=i

log
(
|Σ|2p(a′k | ak)q(ak)

)
(3.10)

The second is when the symbols are generated with uniform probability, in which case q(ak) =
1/|Σ| and

Li,j(ω) =

j∑
k=i

log
(
|Σ|p(a′k | ak)

)
(3.11)

We have already seen that strings that match the regular expressions generate paths from
sources to �nal states in the intersection graph. In this case, however, we have an intersection
graph "on steroids", so to speak. At each step we do not receive just one symbol but (in
principle) all the symbols of |Σ|, albeit with di�erent probabilities associated.

Example III:Example III:Example III:
Consider again the expression of example 1. We build the intersection graph considering that,
at each step, all symbols are received. In this case, there are only two symbols in the alphabet so
the structure of the intersection graph for an input string of length 4 would be that of Figure 3.1.
In this case, we haven't considered the probabilities associated to the symbols.

* * *

The algorithm for �nding the optimal match to the expression is a form of maximum weight
graph, with some modi�cation. In a typical shortest path algorithm, each edge (u, v) has associ-
ated a weight w(u, v) and, given a path π = [u1, u2, . . . , un], the weight of the path is the sum of
the weights of the edges that compose it, that is

∑n−1
i=1 w(ui, ui+1). Each vertex u has associated

a distance value d[u]. When one of the vertices is considered2, its in-edges are analyzed. If the

2The order in which the vertices are analyzed, that is, which vertex will be considered next, depends on the
algorithm that one is applying. The algorithm that we develop shall use its own criterion, so this detail is not
relevant in this context. The reader may refer to the standard textbooks on algorithms for details.

CHAPTER 3. FORMAL MODEL DEFINITION 13
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s0
0

��

a

��

s1
0

��

a

��

s2
0

��

a

��

s3
0

��

a

��

s4
0

s0
1 a

//

b

��

s1
1

a //

b

��

s2
1

a //

b

��

s3
1

a //

b

��

s4
1

s0
2

a

HH

s1
2

a

HH

s2
2

a

HH

s3
2

a

HH

s4
2
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3

b

BB

s1
3

b

BB

s2
3

b

BB

s3
3

b

BB

s4
3

s0
4 b

// s1
4 b

// s2
4 b

// s3
4 b

// s4
4

Figure 3.1: The structure of the graph of example 1 under the assumption that at each time all
the symbols of Σ are received. The probability associated to each symbol has been ignored in
this �gure.

situation is the following:

v1
w1

&&... u

vn
wn

88

then the distance value of u us updated as

d[u]← min{d[vi] + wi, i = 1 . . . , n} (3.12)

In our case, we mark each edge with a pair (a, µ(a)), where a ∈ Σ is the symbol that causes
the traversal of that edge, and µ(a) is the probability that the symbol emitted was a. Given an
edge e, we shall indicate the two elements of the associated pair as σ[e] and µ[e].

In our problem we have a small di�erence and an additional complication. The small di�er-
ence is that we look for the path with the largest weight, rather than the smaller. The additional
complication is that, in the general case, the estimation that we have to minimize for the node
u depends not only on the in-neighbors v1, . . . , vn, but also on the label of the edge of the op-
timal path that enters the nodes v1, . . . , vn. To clarify this point, given a node u, let L[u] be
the estimate of the criterion that we are maximizing for the paths through u. Suppose we are
evaluating a path entering u:

q
a // v

b // u

14 CHAPTER 3. FORMAL MODEL DEFINITION
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verticesverticesvertices edgesedgesedges

L[u] Estimation of the criterion
for vertex u

σ[e] Symbol of the alphabet
that caused the edge to be
crossed, σ[e] ∈ Σ

π[u] Vertex that precedes u in
the path built through u

µ[e] Probability of detection of
the symbol σ[e]

generalgeneralgeneral

µ(a, k) Probability that the symbol a has been detected as the
k-th symbol of the series. Note that given an edge e
from (s, k) to (s′, k + 1), it is µ[e] = µ(a[e], k + 1).

|Σ| Number of characters in the input alphabet.
m Number of states (rows of the graph)
n Number of inputs detected (columns of the graph)

Table 3.1: Symbols used in the path �nding algorithm.

The estimation L[u] for this path is given by

L[u] = L[v] + log
(
|Σ|2µ(b)q(b | a)

)
(3.13)

So, in order to update the estimate L[u] we need to look at one edge further back than we would
for a normal path-�nding algorithm. In general, given the edges entering u:

q1
a1 // v1

b1

&&...
... u

qn
an // vn

bn
88

we have

L[u] = max
{
L[vi] + log

(
|Σ|2µ(bi)q(bi | ai)

)}
(3.14)

It wouldn't be hard to adapt one of the standard path algorithms to work on this case, but
it is more e�cient to take advantage of the structure of the intersection graph. In the graph, we
have two kinds of edges: forward edges of the kind (s, k)→ (s′, k+1) and ε-edges, corresponding
to the ε-transitions, of the type (s, k) → (s′, k); ε-edges can be executed at any time without
changing the objective function. Table 3.1 shows the symbols used in the algorithm. The
algorithm is composed of two parts: the �rst is the top level function that receives the graph
I(φ) with the edges marked by the probability of having received the corresponding symbol. The
second is a local relaxation function that checks whether the criterion estimation of some nodes
can be improved by traversing some ε-edges. This function also check whether it is convenient
to initialize a new path: if the state s0 has a negative estimation, then its estimation is set to
0 and a new path is initialized. The function relax is shown in Figure 3.2. For the sake of
simplifying notation, we shall use the notation L[s, k] in lieu of L[(s, k)] (the same for π), and
we shall indicate the edge from (si, k) to (sj , k + 1) as (ski , s

k+1
i ), using the compact notation

for states. The main function of the algorithm is shown in Figure 3.3. The algorithm proceeds
time-wise from the �rst symbol received to the last. The main loop adjusts the objective taking
into account the edges from the previous time step, and then calls the function relax to take
into account ε-edges and possible re-initializations of the path. At the end, sf contains the �nal
state that represents the end of the most likely path. The path can be reconstructed following
the predecessor pointers until an initial path.

CHAPTER 3. FORMAL MODEL DEFINITION 15
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relax((V,E), k)

1. if L[s0, k] <0 then

2. L[s0, k] ← 0

3. π[s0, k] ← ⊥
4. fi

5. do

6. changed ← false

7. forall s: (s, k) ∈ V do

8. forall t: (t, k) ∈ V do

9. if (tk, sk) ∈ E and L[t, k] > L[s, k] then

10. L[s, k] ← L[t, k]
11. π[s, k] ← (t, k)
12. changed ← true

13. fi

14. od

15. od

16. while changed

Figure 3.2: The relaxation function. The function initializes a new path (lines 2, 3) if the start
state has a negative value for L and attempts to traverse all ε-edges to check whether some value
can be improved by traversing them.

k 1 2 3 4 5 6 7 8

µ(a) 0.8 0.5 0.01 0.8 0.1 0.8 0.2 0.2

µ(b) 0.2 0.5 0.99 0.2 0.9 0.2 0.8 0.8

Table 3.2: The sequence of symbols detected in input, with the probabilities of detection of each
one.

Example IV:Example IV:Example IV:
Consider, once more, the regular expression of example 1. We detect eight symbols from the
alphabet Σ = {a, b}, with the probabilities as in table 3.2. We assume that the symbols are
independent and equiprobable, so we apply the formula (3.11). Before the �rst iteration, the
�rst column of the algorithm has been initialized as:

0

s0 0

��
s1 0

s2 −∞

s3 −∞

s4 −∞

Note that the state s1 has value 0 as the ε-edge that joins it to s0 has been relaxed. During the

16 CHAPTER 3. FORMAL MODEL DEFINITION
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match((V,E))

1. for i←0 to n do

2. for j←0 to m do

3. L[sj , i] ← −∞
4. π[sj , i] ← ⊥
5. od

6. od

7. relax((V,E), 0)

8. for i←1 to n do

9. for j←0 to m do

10. π[sj , i] ← arg max
s:(si−1,sij)∈E

L[s, i− 1] + log
(
|Σ|2µ[si−1, sij ]q(σ[si−1, sij ] |σ[π[s]i−2, si−1])

)
11. e1 ← (π[sj , i], s

i
j)

12. e2 ← (π[π[sj , i]], π[sj , i])

13. L[sj , i] ← L[π[sj , i], i− 1] + log
(
|Σ|2µ[e1]q(σ[e1] |σ[e2])

)
14. od

15. relax((V,E), i)

16. od

17. sf ← arg max
(s,k):s∈F

{L[s, k]}

Figure 3.3: The main matching algorithm. The main loop of lines 9�16 proceeds time-wise
updating at each step the objective estimation for all the states after symbol i. One the "best"
predecessor of a state has been found (line 10), the edges e1 and e2 are, respectively, the edge
from the predecessor to the current state, and that from the predecessor of the predecessor to
the predecessor of the current state. At the end, sf contains the �nal state that represents the
end of the most likely path. The path can be reconstructed following the predecessor pointers
up to the initial node.

second iteration, we consider the edges to the second column, with the following weights:

0 1

s0 0

��

(a,0.8)

��

·

s1 0
(a,0.8)

//

(b,0.2)

��

·

s2 −∞

(a,0.8) >>

·

s3 −∞
(b,0.2)

66

·

s4 −∞
(b,0.2)

//

At this point, each node in the second column computes its value adding |Σ|µ[e] to the value
of the predecessor for each incoming edge, and taking the maximum. If the start state has a
negative value or if some value may be increased by traversing an ε-edge, this is done in the
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function relax. The graph is now:

0 1

s0 0

��

(a,0.8)

��

0

s1 0
(a,0.8)

//

(b,0.2)

��

0.68

s2 −∞

(a,0.8) ;;

−∞

s3 −∞
(b,0.2)

55

0.68

s4 −∞
(b,0.2)

// −1.32

Note that the state s0 had a negative value of −∞, so it has been reinitialized to 0, making it
possible to start a new path. Continuing until all the symbols have been processed, we arrive
to the graph of Figure 3.4 The state at the bottom-right of the Figure, with a value L = 3.56 is
the �nal state where the optimal path ends. The path is highlighted using double arrows. Note
that it doesn't extend to the whole input, but it begins at step 3, and corresponds to the input
ababb. The reason is the very low probability of the symbol a in step 3, a symbol that would be
necessary to continue the sequence ab that began in the �rst step. At the third step, the state
that precedes s0 and that would have to transition to s0 to permit the continuation (state s2)
has a value 0.68, given that a has a probability of only 0.01, this gives:

L[s0, 3] = L[s2, 2] + log |Σ|µ(a) = 0.68 + log 2 · 0.01 = −4.96 (3.15)

This negative value causes (s0, 3) to be reset to 0 in the function relax and, therefore, a new
path is started.

In order to show in a clearer way how our model would work, we will illustrate its behavior
with some practical examples:

3.2 Examples

In this section we will shall clarify the operation of our algorithm by applying it to some examples.
As always in this chapter, we shall just consider �nite streams. Before proceeding with the
examples, we will de�ne some notation.

As we stated on the model, for each symbol a ∈ Σ received, we will read a set of symbols
a(i) ∈ Σ each one associated with a value ν(a(i)). This value is the probability p(a(i)|a), or in
other words, the probability of being the symbol emitted. For each symbol a we will have a
p(a(i)|a).

In these examples, we will assume max(p(a(i)|aj)) = νj(a
(k)) = c1 where c1 is a constant ∀j.

We will also assume that p(a(i)|aj) = c2 = 1−c1
|Σ|−1 when a(i) 6= (a(k), and therefore c2 will be also

a constant ∀j. In other words, we will consider that for each emitted symbol aj , we will read
all elements from alphabet (a(i)) with probability c2, except from a(k), that we will read with
probability c1. This de�nition of c1 and c2 requires from us to make an event distinction. Given
φ, let p1 and p2 be the following events in the ith position:

• �High informative eventHigh informative eventHigh informative event� or p1 eventp1 eventp1 event: A symbol a(i) that is the jth symbol of a string that
matches φ, observed with νj(a

(i)) = c1. This events increase the value of L.
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Figure 3.4: The graph corresponding to the expression of example 1 with the input probabilities
of example 4. The state at the bottom-right of the Figure, with a value L = 3.56 is the �nal
state where the optimal path ends. The path is highlighted using double arrows. Note that it
doesn't extend to the whole input, but it begins at step 3, and corresponds to the input ababb.
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• �Low informative eventLow informative eventLow informative event� or p2 eventp2 eventp2 event: A symbol a(i) that is the jth symbol of a string that
matches φ, observed with νj(a

(i)) = c2. This events decrease the value of L.

In this subsection, we will see two examples where we have received a �nite stream ω, and
we have read this emitted string as di�erent potential ω′ due to channel noise, having special
consideration for ω′c1 , as the string composed by the elements read with probability c1. We will
also have a regular expression φ, which will be used to match that read string. We will work as
well with an alphabet Σ and a known probability c1.

Example V:Example V:Example V:
Consider the regular expression φ ≡ a∗, the alphabet Σ = {a, b} (|Σ| = 2) and c1 > 0.5.
Now, let's consider we have read the following ω′c1 = anbam. With the considered premises
we have c2 = 1 − c1 < 0.5. As we can see, in this example, we can �nd a matching string
ω′c1 [0 : n − 1] = ω′1. But there is also a remarkable matching string we can �nd, if we take in
account we have read symbol a on position n, with probability c2. This matching string would
be ω′2 = an+m+1. Now, let's apply the weight formula to both matching strings and compare
them, in order to �nd out which will be the most probable to take place.

n ∗ log (2 ∗ c1) < (n+m) ∗ log (2 ∗ c1) + log (2 ∗ (1− c1)) (3.16)

After operating on this inequation, we arrive to the following expression:

m >
log (2 ∗ (1− c1))

log (2 ∗ c1)
(3.17)

So in order to take ω′2 over ω
′
c1 , for high values of c1 we will require from higher values of m.

* * *

If we take some time to analyze this example we will realize that it correspond quite well to
the reality. It has sense to think that if we have a serie of related consecutive events, followed by
a singularity, and later another serie of related events, there is a huge chance that the singularity
didn't happen at all, and that we have commit a error at the time of reading it. Meanwhile, if
we have a serie of related consecutive events, followed by a singularity, and later isolated events
which we are not sure about their relation with the �rst ones, the chance of the singularity not
happening is lower [22]. We could say that the matching string supposes the context, and using
this context, we can evaluate the singularities as an error or not, depending of that context.
Let's try to show this with another example

Example VI:Example VI:Example VI:
Consider the regular expression φ ≡ a∗, the alphabet Σ = {a, b} and c1 = 0.75. Now, let's
consider we have read the following ω′c1 = aaaabababab. With the considered premises we also
have c2 = 0.25. As we can see on Figure 3.5, where we study how the weight function behaves,
the more singularities, the most likeness of having read them correctly. Or in other words, the
more singularities we �nd, the more that the context looses meaning.
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Figure 3.5: Weight when matching φ ≡ (a)∗

3.3 Analysis of typical scenarios

In the previous section we have seen the behavior of our model in two practical examples. In this
section, we would like to extend the previous analysis to some generic scenarios, based on the
channel noise behavior, in order to have a deeper understanding of the model. We will analyze
di�erent scenarios where we will study how the channel noise a�ects the weight formula, in order
to point out the necessary assumptions which our matching algorithm should consider. We will
continue this scenario analysis in the following chapter, where we will introduce the unbounded
streams to the scenarios.

3.3.1 Baseline: zero information

In this scenario, we are going to consider observations have minimal information, that is p(a
(i)
k | ak)

will be constant ∀ a(i)
k , ak ∈ Σ. Since we have de�ned events as collectively exhaustive and mu-

tually exclusive, the union of all possible events must always occur (taking probabilities as a

weight function [21]), then we will have p(a
(i)
k | ak) = 1

|Σ| , which will result on following weight
formula:

Li,j(ω) = (i− j)(log(1)− C) + (i− j) ∗ C = 0 (3.18)

This result has sense if we think what are the consequences of having a channel noise homo-
geneous. We can't distinguish what symbols have been emitted, since the channel noise a�ects
them equally, letting us with no information. The main consequence will be that on this scenario
all the matching strings will have the same probability.

* * *

With these results, our model is telling us that, if we have uniform probabilities for all
elements of a certain ω, we won't have any information about this ω (L(ω) = 0). This is the
situation in which no prediction is possible. From now on we shall assume, that ∀ak∃a(i), a(j)

such that p(a(i) | ak) < p(a(j) | ak), and therefore ∃amax(a(i)).
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3.3.2 Channel noise as a constant error when reading a symbol

In this scenario we shall consider that we have a probability c1 of reading the correct sym-
bol (independently of the symbol) and a probability c2 of observing the wrong symbol (also
independently of the symbol). That is, we have for all k:

p(a(k) | ak) = c1 (3.19)

and

p(a(h) | ak) = c2 h 6= k (3.20)

The normalization condition entails:

c2 =
c

|Σ| − 1
(3.21)

We are also considering c2 6= c1 in order not to fall in the scenario described in section 3.3.1.
Now, with this additional assumptions, we can rewrite the weight formula (4.15):

Li,j(ω) = max


j−e∑
k=i

log (c1) +

j∑
k=j−e

log (c2)

+ (i− j) ∗ C (3.22)

Where e shall be the value over which the objective L is to be maximized. If c1 < c2 then
the value of e which will maximize the weight function will be j; if c2 < c1 then the value of e
which will maximize the weight function will be 0. So our weight function will look as follows:

Li,j(ω) = max {(i− j) log(c1), (i− j) log(c2)}+(i−j)∗C = (i−j)∗ (max {log(c1), log(c2)}+C)
(3.23)

Figure 3.6 shows the values we get from this formula when we make modi�cations on the
di�erent involved parameters.

As we can see on Figure 3.6, when c2 < c1 the string ωc1 will have positive value, and any
other string will have a negative value. Meanwhile, when c1 < c2, the relation is the opposite.
And we can also see that this situation will occur independently of the string size. This situation
is produced since the string size appears in our formula as a multiplier of the main result. The
translation of this mathematical a�rmation is that the size will only change the speed of growth
(or the speed of decrease) of the weight, but not the place where it gets canceled.

So, this scenario tell us that either we always take the symbol with probability c1, or we
always take any symbol of the alphabet, but the the symbol with probability c1. This second
option has no sense for the following reasons:

• If |Σ| = 2, we could simply rename c2 as c1 and vice versa.

• If |Σ| > 2, the scenario will be similar to the one presented on section 3.3.1. We would have
constantly almost no information about the emitted symbol, since most of the symbols
will have the same (high) probability. This situation let us without any information which
could help us to decide to take a particular symbol over the rest of the read symbols,
making most of the matching strings with same size to have same probability.
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Figure 3.6: Weight of matching and not matching strings for di�erent c1 and n values.
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Due to these reasons, from this point, we will always consider c1 > c2. The main consequence
of this result is that in our model we will always prioritize to take the symbol read with prob-
ability c1. This symbol will increase the string value, meanwhile any other symbol will reduce
the value of the string. Right now, our model is the same of the classical one, so we still have
to show the additional value of our proposed model. We will �nd this added value on the next
scenario.

3.3.3 Spike errors on a matching string

In the previous scenario we studied how the weight formula (3.22) behaves as a function of the
variables n = |ω| = j − i, c1, |Σ|, and the number of matching symbols read with probability c2

(variable e). On that previous scenario, we also found that the behavior of our model was quite
stable and predictable for similar situations to the one presented on the scenario. In this section
we will consider a di�erent situation. On this scenario the e�ect of noise on emitted symbols is
considered as a spike lecture error of isolated symbols, therefore punctually under determinate
circumstances, we may choose symbols read with probability c2. We will illustrate this scenario
on the following example:

Example VII:Example VII:Example VII:
Let us consider the expression φ ≡ a∗ and an alphabet Σ with a, b ∈ Σ, and |Σ| ≥ 2. We
will also take a value of c1 > 0.5, as a probability of making an correct symbol identi�cation.
Suppose we have read a string ω′ = ahbear, where each symbol have been read with probability
c1. At �rst sight, it is easy to see that we will have inside this ω′ at least two matching strings:
ω′s1 = ah and ω′s3 = ar. But we know there could be an additional matching string contained
inside this ω, if instead of reading the elements of the sub-string ωs2 = be with probability c1

we read them as elements a with probability c2. This will give us a new sub-string ω′s2′ = ae,
with each symbol read with a probability c2. Now we can construct a new matching string
ω′s4 = ω′s1 + ω′s2′ + ω′s3 = ah+e+r.

Now we must determine under the hypothesis of constant uncertainty (c1 and c2 constant)
whether the algorithm will choose ω′s4 over ω

′
s1, that is whether L(ah) > L(ahbear) as a function

of e and r. Note that the e�ects of e and r are opposite: A higher value of e will make us
less likely to choose |ω′s4|, as it will expose us to take more symbols with probability c2, thus
reducing the value of L. Meanwhile a higher value of r will increase the value of L, therefore
making us to �recover� from the string of unlikely symbols.

So, in other words, the question that is posed to us, is if this new matching string (|ω′s4|) is
providing us any additional information with respect to |ω′s1|. In order to answer this question,
we are going to study the amount of information that ωs4 is providing us, compared to the
information provided by ωs1 and ωs3:

h ∗ (log (c1) + C) = (h+ r) ∗ (log (c1)) + e ∗ (log (c2)) + (h+ r + e) ∗ C (3.24)

After operating on this equation, we arrive to the following expression:

T = − log (c1) + C

log (c2) + C
= − log (c1 ∗ |Σ|)

log (c2 ∗ |Σ|)
(3.25)

This value T , is a relation between the number of events p2 (e) and the number of events p1

(r). Then, if we get a value of e and r such as e
r < T , on over eye, the algorithm will recognize

the input as a valid one. The higher the value of T is, the bigger the tolerance we will have
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Figure 3.7: Value of Error Tolerance for values of |Σ|. The dashed line indicate the values where
c2 ≥ c1, which we are not considering. This values don't match the initial conditions

p2. We will call this constant T the �Error Tolerance�. In the Figure 3.7, we can see the values
taken by this variable for di�erent alphabet sizes.

The �rst thing we see in Figure 3.7 is the con�rmation of what we already know from scenario
3.3.2. We can see that having c2 > c1, is an incongruence, since we will be considering most of
the matching strings as the original emitted string.

As we can see, the error tolerance is �xed in a scenario with the speci�ed conditions (channel
noise homogeneous to all symbols). Once we stipulate the a constant value of c1 and |Σ|, T
value remains constant. This variable will be very useful at the time of deciding if we want to
continue to explore a string with a few errors, or if we stop exploring it. We will de�ne how we
will use it in the next scenario.
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4
Extension to in�nite streams

In Chapter 3, we have developed an algorithm to �nd the optimal (in the sense of minimal
residual information) match of a regular expression in the case of a bounded input. However, as
we have mentioned in Chapter 1, many scenarios of practical interest involve detecting events
in in�nite streams of elementary events. This problem can be modeled as �nding a �nite sub-
string matching an expression φ in an in�nite list of symbols. This problem has been studied
in [4], under the assumption that there is no uncertainty in the identity of the symbols. In this
chapter we shall study the problem of matching a (�nite) sub-string of an in�nite list under the
assumptions that the identity of the symbols is uncertain and the amount of emitted symbols is
in�nite.

First we will set up two examples where we will point out the challenges to overcome at the
time of dealing with in�nite streams of uncertain data, then we will make a formal de�nition of
these challenges, and �nally, we will de�ne how our model will give answer to those problems.

4.1 Examples of in�nite streams with uncertainty

Consider again the alphabet Σ and error probabilities c1 and c2, de�ned in section 3.2. In
this examples a in�nite string ω is being emitted. This string will be read as di�erent possible
matching strings ω′ due to channel noise, having special consideration for ω′c1 , as the string
composed by the elements read with probability c1. We will also have a regular expression φ,
which will be used to match that string we are reading.

Example VIII:Example VIII:Example VIII:
Consider the regular expression φ ≡ a∗, the alphabet Σ = {a, b} and c1 = 1. That means we
are considering that there is no channel noise (c2 = 0), and therefore ω = ω′c1 .

In this example, we won't have any decidability problem because all matching sub-strings of
the unbounded stream ω will be �nite (p(b) 6= 0, by the alphabet de�nition), since those strings
will be composed by a �nite number of a and the weight function will have a value 6=∞. If we
try to add to any �nite matching string ωmatch a symbol b, we will have a string ωmatch+b with
weight L(ωmatch+b) = L(ωmatch) + log (2 ∗ 0) = −∞, which will be automatically discarded.
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* * *

As we could see on this example, when there is no noise on the channel, our model works
the same way as classical regular expressions models. This makes our model not just valid for
our speci�c conditions, but also valid for classic regular expressions problems.

Example IX:Example IX:Example IX:
Consider the regular expression φ ≡ a∗, the alphabet Σ = {a, b} and c1 = 0.75. Now, let's
take any sub-string from the unbounded stream ω′c1 with length n. If we take i ≤ n such that
ω′c1 [i : n] > ω′c1 [j : n] ∀j ≤ n, j 6= i. We will call this string ω′c1 [i : n] as ω′max = an−i. If
the following symbol from ωc1 (the symbol in the (n+ 1)th position) is a, we will add it to the
matching string ω′max, due to L(ω′[i : n+1]) > L(ω′[i : n]). This situation is analogous to the one
exposed on example 6. But if the symbol in the (n+1)th position is b, then ω′[i : n+1] < ω′[i : n].
In order to be able to know if we accept this symbol as the end of the matching sub-string with
probability c1, or we interpret it as the symbol a with the complementary probability c2, we
will have to study the following k symbols. We will do so by comparing the weight of the new
sub-string which we will analyze, with size (n+1)+k, to the previous one, the string we already
have, with size n. This comparative brings as the following inequity:

L(ω′max) < L(ω′max) + log (2 ∗ 0.25) + Ln+2,n+k(ω′) (4.1)

If the k incoming symbols satisfy the following inequity, we will accept ω′[i : n + 1 + k] =
an+1+k as the new ω′max, and therefore, as the best candidate for being a matching string, and
we will have to repeat the process. If the new k incoming symbols doesn't satisfy the inequity,
we will discard them, and we will take ω′[i : n] = an as the matching string. Note that this
process may continue inde�nitely.

* * *

As we could see on this example, when working with unbounded streams, we doesn't have
just to take in account the actual context, but the �future� context. This can suppose a problem,
as we will see in the following sections.

4.2 Decidability of matching on an in�nite list with noise

In classic regular expressions models, we can determine if any input string is accepted by any
regular expression in linear time [23]. The reason is that, in a classic model we work with a
�nite and certain input. That is, the input is known once the matching algorithm starts, and the
symbols we read are exactly the same symbols that have been sent to us (the input is certain).
This two factors allow us to determine unequivocally if an input string matches or not a speci�c
regular expression. This situation is the opposite to the one presented by our model, were we
are working with in�nite streams.

In the case of in�nite streams, we are not interested in �nding the one sub-string that best
matches the expressions: in general, several events may be detected at the same time and
there will be several string in di�erent parts of the stream, possibly partially overlapping, that
match the expressions. We are interested in catching them all. This multiplicity causes several
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problems for the de�nition of a proper semantics for collecting matching strings (many problems
arise out of having to decide what to do when matching strings overlap) which, in turn, may
cause decidability issues [4]. We shall not consider those issues here, as they are orthogonal
to the problems caused by uncertainty: if we can solve the basic problem of deciding whether
ω |= φ under uncertainty, then all the problems related to the de�nition of a proper semantics
in a stream can be worked out using the theory in [4].

In the case of streams, we are not typically interested in �nding the sub-string which matches
the regular expression with the biggest probability of all matching sub-strings, which represents
a too strong condition for practical applications. Given a (�nite) portion of the stream ω such
that ω |= βφ, it is clearly undecidable in an in�nite stream, whether there will be, at some future
time, a portion ω′ such that ω′ |= β′φ with β′ > β. Moreover, in streams we are interested in
determining a collection of �nite strings that match the expression, so the use of an absolute
criterion such as assuming only one string can match the expression in the strong sense is not
very useful. We will try to illustrate this situation with an example:

Example X:Example X:Example X:
As in example 9, let's consider the regular expression φ ≡ a∗, the alphabet Σ = {a, b}. On
a classical model, we will be able to determine whether a string matches φ. For example, if
we observe the string ω = aaab with n = 4, we can say we found a match with the sub-string
ω[0 : 2] = aaa. But in our model scenario, where we are working with channel noise, if we read
the same string, as a sub-string ω′c1 [i : i+ 4] from a unbounded stream ω′c1 , we won't be able to
a�rm this that easily. The reason for this situation is that ω′c1 have been altered by the channel
noise, and therefore the original string ω[i : i + 4] could be either aaab, aabb, abab... and so
on, with all possible combinations of the alphabet symbols on the four positions. The election
of the best candidate for sub-string ω[i : i + 4] will be selected by using the weight formula
stated on the section 3.1, using the di�erent values of ν(a(i)). But still, this formula can't
resolve our scenario in a total satisfying way. One of the possible candidates for the sub-string
is ω[i : i + 4] = aaaa. For this combination of symbol, the stop condition has not be reached,
and therefore, the algorithm will need to consider additional symbols subsequent to the position
i+ 4. In concrete, as we expect to have in�nite number of symbols after the one on the position
i+ 4, the matching algorithm won't stop until p(a|ω[i]) for i ≥ n is equal to 0.

We can conclude that the problem of the example is not decidable (�there is no algorithm that
takes as input an instance of the problem and determines whether the answer to that instance
is yes or no� [2])

* * *

As we have seen on the example, generally we won't be able to �nd the sub-string with
the biggest probability of all matching sub-strings, when applying regular expressions over any
in�nite uncertain stream. We shall therefore �nd the sub-string with the biggest probability
from a reduced set of matching sub-strings throughout this section. Since the stream is in�nite
and we are interested in chunks of it, we shall assume, without loss of generality, that the strings
we are testing start at the beginning of the relevant part of the stream, that is, all the strings
that we test are sub-strings of the stream.

The problem we are interested in is therefore the following:

Stream-Match: Given a string ω, and expression φ, and an in�nite stream of
observations ν, is it the case that ω |= φ?
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As we mentioned, we assume that if |ω| = L, the observations on which the recognition of ω
is based are the �rst L of the stream ν.

Our �rst result is a negative one:

Theorem 4.2.1. Stream-Match is undecidable.

Proof. Suppose the problem is decidable. Then there is an algorithm A such that, for each
expression φ, observations ν and string ω, A(φ, ν, ω) stops in �nite time with "yes" if ω |= φ,
and with "no" otherwise.

Consider the expression φ ≡ a∗, and an alphabet Σ with |Σ| > 1 and a ∈ Σ. Suppose that
the observations are such that L(aL) = β and, for k > L, ν[k](a) = q < 1/|Σ|. Then, for N > L:

L(aN ) = L(aL) + (N − L) log |Σ|q < β (4.2)

Since the algorithm is correct, it will stop after M steps on "yes". Note that L(aM ) = β′ < β.

Consider now a new stream of observations ν ′ with ν ′[k] = ν[k] for k ≤ M and, for k > M ,
ν ′[k](a) = c > 1/|Σ|, that is, log |Σ|c > 0. Take Q > M , then

L(Q) = L(aM ) + (Q−M) log |Σ|c = β′ + (Q−M) log |Σ|c (4.3)

If

Q > M +
β − β′

log |Σ|c
(4.4)

then L(aQ) > L(aL) = β, therefore aL 6|= φ. On the other hand A is working as in the previous
case on the same data: it will only visit at most M elements on ν ′, so it will stop on "yes",
contradicting the hypothesis that it is correct.

Remark 1: Note that we have proven something stronger than undecidability: undecidability is
related to Turing machines, while we have proven that with the available information no �nite
method can decide the problem, a notion known as (un)realizability [24].

* * *

The undecidability result depends on having ν[k](a) > 0 for all k. If for some m we have
ν[m](a) = 0, then for all k ≥ m we have L(ak) = −∞ independently of the values ν[k](a) for
k > m (remember that we are interested in matching �nite sub-strings: things might be di�erent
for in�nite string matching). This entails that, in the previous example, in order to ascertain
whether aL |= φ we only have to check strings ak for k < m and the problem is therefore
decidable.

In terms of the Cartesian graph, aL corresponds to a path πL and decidability depends on
the fact that in order to check matching we only have to extend the path up to m: after that
the value of the objective in all paths that extend πL is −∞.

In the general case, the presence of zero-valued observations, even an in�nite number of
them, does not guarantee decidability.

Example XI:Example XI:Example XI:
Let φ ≡ (ab)∗, a, b ∈ Σ, and |Σ| > 2. Suppose ν[k](a) = 0 for k odd and ν[k](b) = 0 for k even.
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Then L((ab)n) > −∞ for all n, and the same considerations of the theorem apply considering
sequences of groups ab (for which ν[2k](a) · ν[2k + 1](b) > 0) in lieu of the symbol a of the
demonstration.

If we have zero-valued observations on all observations, we can reduce the problem to one of
in�nite streams under the classical model, and still not being decidable:

Example XII:Example XII:Example XII:
Consider the expression φ ≡ a∗(a + b)∗bba and the alphabet Σ = {a, b}. Once again, on
a classical model we will be able to a�rm if a string matches or not φ and therefore, if the
algorithm halts or not. Consider now that there is no channel noise (c1 = 1), and that we
have received ω = abba. Because our expression contain (a+ b)∗ any new input symbol will be
accepted by the matching algorithm. In a classical scenario where the data is static, we will stop
receiving input symbols at some point, and therefore we will be able to determine if there is a
match with the whole input string. The problem is that in our scenario we don't expect to stop
receive data at some point, so our matching algorithm won't stop.

* * *

However, if the values of k and a for which ν[k](a) = 0 are in su�cient number and randomly
distributed, then the problem is almost always decidable.

Theorem 4.2.2. Suppose that for each a ∈ Σ, ν[k](a) = 0 in�nitely often. Then with probability

1 Stream-Match can be decided in �nite time.

Before we prove the theorem, we need some additional constructions and results. For each
a ∈ Σ, de�ne the list

[a] = [ka1 , k
a
2 , . . .] (4.5)

with kai < kai+1 and for each i ∈ N, ν[kai ](a) = 0. That is, [a] is the list of indices of the
observations in which a has zero probability of occurrence. Because of our hypothesis, each [a]
is an in�nite list of �nite numbers.

Also, set

[a]|n = [k|k ← a, k > n] (4.6)

From these lists, we build a list Ξ as follows:

1. Ξ ← [ ]
2. while true do

3. a ← uniform(Σ)

4. k ← ka1
5. Ξ ← Ξ ++ [k]
6. for a′ in Σ do

7. [a′] ← [a′]|k
8. od

9. od

where uniform(Σ) is a function that picks an element of Σ at random with uniform distribu-
tion. Note that the list

Ξ = [ξ1, ξ2, . . .] (4.7)
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is also in�nite, so it can never be built completely and, consequently, the algorithm never stops.
However, in the proof of the theorem we shall only use �nite parts of Ξ so one can imagine a
lazy evaluation of the algorithm that only computes the portions that we need for the proof.
From the construction of Ξ, it is easy to see that, for each ξ and a,

P
[
ν[ξi](a) = 0

]
=

1

|Σ|
(4.8)

and, consequently,

P
[
ν[ξi](a) > 0

]
=
|Σ| − 1

|Σ|
(4.9)

Lemma 4.2.1. Let π be a path in a Cartesian graph. ω[π] ∈ Σ∗ the string that causes it to be

followed, and let L(π) > −∞. Then, with probability 1, π is �nite.

Proof. Suppose that the lemma is not true, then there is ε > 0 such that

P
[
π �nite

]
< 1− ε (4.10)

That is, P
[
π in�nite

]
> ε, or

∀n ∈ N P
[
|π| > n

]
> ε (4.11)

Consider the list Ξ, and the element ξk, with

k >
log 1/ε

log |Σ|
|Σ|−1

(4.12)

If |pi| > ξk then, for each i ≤ k, if π[ξi] = ai, it must be ν[ξi](ai) > 0 (since, by hypothesis,
L(ω[π]) > −∞). This event has probability (|Σ| − 1)/|Σ|, therefore

P
[
ν[ξ1](a1) > 0, . . . , ν[ξk](ak) > 0

]
=

(
|Σ| − 1

|Σ|

)k

< ε (4.13)

which contradicts (4.11).

After we have pointed out the main challenges our model will have to overcome, in a practical
and in a formal way, we can proceed with our proposed solution to these challenges in the next
section

4.3 Matching scenarios on in�nite streams

In the previous section we have pointed out the decidability problems that working with un-
bounded uncertain streams could carry. In this section, we will look at some examples and the
practical solutions a�orded by theorem 2.2.2. First, we will make a short review of our model,
and the assumptions we have make to work with it, then we will proceed with an analysis of
some generic scenarios, were we will be able to have a better understanding of the problem we
are trying to give solution, and �nally we will de�ne the tools our model will use to ensure the
stop condition on these generic scenarios.
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4.3.1 Previous assumptions and considerations

Let's consider a �nite alphabet Σ where ak ∈ Σ if p(ak) 6= 0. We will consider as well
p(a(k)|ak) 6= 0 for a(k) ∈ Σ. Since p(ak) 6= 0 ∀ak ∈ Σ, we can assume that for long enough
streams (|ωstream| → ∞), all �nite symbol combinations will appear (symbols are independently
generated and uniformly distributed). We will also assume that all symbols occur with the same
probability p(ak) = 1/|Σ|. Our main goal being to maximize the weight function (3.11), it is
important to see how this assumption a�ects us. Having the following weight formula:

Li,j(ω) = max

{
j∑

k=i

log
(
|Σ|p(a′k | ak)

))}
(4.14)

Now we will try to extend the weight function, and take out from the operator �max� as
many terms as we can. Since |Σ| is constant, we have:

Li,j(ω) = max

{
j∑

k=i

log
(
p(a′k | ak)

))}
+ (i− j) log (|Σ|) (4.15)

From this point we will refer to (i − j) as |ωmatch|. For limited regular expressions (ω |=
φ =⇒ |ω| < N < ∞), we won't have problems with the value of |ωmatch| since its value
will be �nite. But for the rest of regular expressions the situation will be di�erent. In those
cases, due to the characteristics of the problem, for any M ≥ 0 there will be matching strings
with |ωmatch| > M . On those matching strings, we will always have the largest weight and
therefore will always be priority, making as discard all shorter matching strings, even if they are
composed just by high probability symbols. On the following section we will make an analysis
of this problem, and we will de�ne a solution.

4.3.2 Analysis of typical scenarios extended to in�nite streams

We will continue the study of scenarios that we began on section 3.3. On this section we will
see how our matching algorithm will work with unbounded streams.

Constant channel noise at the time of reading a symbol with a string rejection value

In the scenario 3.3.3 we have found a value T (the �Error Tolerance�). This value T is determining
the statistical equilibrium between p1 and p2 events that cause us to consider the whole string
as a matching or not. But what is more important, is that we will be able to determine this in
a countable set of events, which makes the stated problem as decidable.

As we have point out on section 4.2, one of the challenges of the problem we want to
address, is that we may not be able to know when to stop our algorithm at the time to apply
it to some regular expressions. We can solve these situations with the variable found on the
previous scenario. If in the �rst incoming symbols we detect that the proportion between �low
informative elements� and �high informative elements elements� surpass the value T, we can
reject that incoming symbols to be part of the previous string. This is due, there is a bigger
probability that the �rst string matched as its own, rather than as a matching sub-string, inside
a bigger string.

The de�nition of the number of new incoming symbols we will need to read (R) in order
to decide if the string belong to a bigger string, will vary depending on the system. The only
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restriction for this variable is that R > T . Otherwise, we will be loosing part of the information
provided by the variable T . As we saw, the variable T tell us the number of p2 events we can
accept, for each p1 events we have, and still have a higher information string (with a higher
value of L) that we had. With a lower value of R, what we are e�ectively doing is to reducing
this number of �low symbols� we can read, and therefore, potentially loosing higher information
strings.

Even if currently we have little knowledge of what value should R take, still it is easy to see
that the most appropriate number of new incoming symbols that we should take, will be the one
that maximizes the number of �reading errors� from which our model can recover, minimizing
the number of incorrect matching. In order to see how the variation of the number of analyzed
incoming symbols may a�ect the number of accepted strings, we are going to propose two
practical examples. In the �rst example, we will study the minimum value R should take for
our model to recover from the maximum number of reading errors, meanwhile in the second
example, we will study the maximum value R should take to reduce the amount of false string
matching. So from this examples we expect to get the optimum value range of new incoming
symbols (R) we should read before rejecting a new string, when applying our model to scenarios
with constant c1 and c2. In order to do so, we will take an scenario where we will be receiving just
one symbol, but the scenario conditions generate a noise which will make us read two di�erent
symbol, with di�erent probabilities. In this scenario we will also see a practical case of how a
change on the conditions may a�ect the �reading noise� of the elements emitted (and therefore,
we will see an example of de�ning conditions for c1 and c2)

Before proceeding with the examples, we are going to explain their background. The following
examples will apply our model on a particular case of a classic physics experiment, the �Double-
slit experiment�, originally performed by Davisson and Germer in 1927 [25]. The objective of
the Davisson and Germer experiment was to know the nature of the elemental particles, by
studying their behavior. This experiment consists of making elementary particles go through a
screen, one by one. In this screen there are two narrow slits that let the particle go trough it,
in order to arrive to an �observation screen�. In this observation screen, we will be able to see
the pattern of arrival of the particles which have go thought the �rst screen. The experiment is
illustrated on the Figure 4.1.

Even though, we are not particularly interested in the conclusions obtained in this experi-
ment, one of its variants represents a suitable scenario for our model. One of these variants from
the original experiment consist on having a detector (a mask) on each slit of the �rst screen, in
order to know from which one the elemental particle go through. One of this variant outcomes
is that with these conditions the pattern arrival of the particles to the observation screen is
similar to the one we will get if we would had a single slit, but duplicated, each one aligned with
the corresponding nearest slit [26]. The pattern obtained when having a single slit, will consist
on the majority of particles arriving to an area centered on the closest point of the observation
screen to the slit. The probability of �nding then a collision on the observation screen, will
diminish as we get farther in any direction from this area. Then, if we take any straight direc-
tion which goes through the closest point to the slit of the observation screen, we will have a
normal distribution N (µ 1) of collisions on the observable screen, where µ will be the this closest
point. Note we have take 1 as the value of deviation of the normal distribution, without loss of
generality, to simplify the calculations. This value may vary if the units of measurement or the
distance between the screens were changed. The stated experiment variant has been illustrated
on Figure 4.2

So if we take the line that goes thought the closest point to the slit A and the closest point
to the slit B, we will have two symmetrical independent normal distributions of collisions, NA

aligned with slit A and NB aligned with slit B. First of all, we have to determine for these
normal distributions the values of µA and µB, which will be respectively the closest part of the
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Particles

Slit A

Slit B

Screen with 2 slits Observation
screen

Observation
screen (front view)

Figure 4.1: The particles go through a screen with 2 slits (slit A and slit B), and arrive to
an observation screen were they display a disposition similar to the one expected from a wave,
instead to the one expected from classic physics model

Particles

Slit A

Slit B

Screen with 2 slits Mask Observation screen
(front view)

Observation
screen

Distribution
over obser-
vation screen

d

Figure 4.2: The particles go through a screen with 2 slits (slit A and slit B) and through a mask
which is used as a detector, to determine from which slit elementary particles came from. Now
particles arrive to an observation screen and display a classic physics model distribution. The
particles which came from slit A (colored red) have a normal distribution NA over observation
screen, meanwhile particles which came from slit B(colored blue) have a normal distribution NB

over observation screen. Line d begins exactly in the middle of slit A and slit B and divide the
observation screen in two parts
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observation screen to slit A and to slit B. We will also divide the observation screen in two parts.
In order to do so, we will determine a point d, equidistant to µA and µB. The upper part, SA,
will be the one where the particles which went trough slit A will collide with probability c1 and
the particles from slit B with probability c2, meanwhile on the lower part, SB, we will have the
opposite situation. This probability c1 will be PNA

(z < d) = PNB
(z > d) and c2 = 1 − c1. It

is easy to see on the Figure 4.2, that we may vary this channel noise if we modify the distance
between the slits. We we get the slits closer, c1 will diminish and c2 will increase, and the
opposite if we separate the screens. This de�nition also comes from common sense, if we have
the slits very close to each other, it will be more di�cult to distinguish from which one the
element went through. Note that still, this problem de�nition has an uncomfortable restrain
regarding c1, which is that its value can't be less than 0.5, as we can see in Figure 4.2. This
restriction could a�ect the generality of the stated case, but we will overcome this restrain with
the rede�nition of the problem we will do in the next paragraphs.

Example XIII:Example XIII:Example XIII:

Consider an alphabet Σ = a, b where the emission of a symbols a corresponds to the event
�particle went trough slit A� and that of b will refer to the event �particle went trough slit B �.
On this scenario we will work with the regular expression φ ≡ a∗.

First we are going to try to avoid the stated restriction of c1 > 0.5, to gain generality. To
do so, we can adjust the expected frequency of the particles taking one or another slit, in order
to be able to decrease c1 under the value of 0.5. If we decrease the frequency of the particles
to go through slit A, it will decrease the value of c1. So, from now on, the value of c1 could be
di�erent from the value of PNA

(z < d).

Now, we will proceed to close slit B, so that all particles will go thought slit A, and we will
be receiving only symbols a. This entails that the �ground truth� of our experiment will match
the expression (for more complex expressions one, can think of a device that alternatively closes
A and B, so the events that take place will match with φ). But, due to the uncertainty (in this
case, the normal distribution of particle arrival on a divided �observation screen�) we will read
all symbols with di�erent probabilities.

This scenario, as we have de�ned it, has |Σ| = 2, and therefore, using the notation of the
previous examples c2 = 1−c1, where c1 is the probability of detecting the correct symbol, and c2

the probability of selecting the wrong one. In order to gain �exibility in the de�nition of c2, we
introduce an new symbols associated with additional events.To do so, we will de�ne events related
to the event �particles that went thought slit B �, as b1, b2, bm, so that Σ = {a, b1, b2, ..., bm}.
Assuming that the probability of observing bi, when the particle went through slit A is constant
and equal to c2. This means:

c2 = ν(bi) =
1− c1
|Σ| − 1

(4.16)

In order to de�ne these elements, we can think in di�erent types of events, for example, the
particle going between a range of speeds, when going through slit B (supposing all particles can
have any range of speeds with same probability), or the charge of the particle (supposing we use
any type of particle with same probability).

After we have set our scenario, we need to �nd a number of events (R) over which we will
apply our de�ned threshold T on it. We should �nd the value of R, that will minimize the
string rejected for this scenario, and we will have found a value of R which will minimize the
number of correct string rejection. In order to be able able to de�ne this minimum value of R,
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we need to �nd out what considerations we should have to carry out this task. As we showed
at the beginning of this section, it must be R > T , so for the sake of simplicity, and as �rst
approximation, we will take R = nT where n ∈ IN and n > 1. The value of T obtained from the
de�nition of the problem (after knowing values of c1 and |Σ|) represents a maximum threshold
of the number of additional p2 events we can accept regarding the additional p1 events we have
already get. Therefore, we must �nd a value of R = e + r where we will be maximizing the
number e of p2 events we can accept without rejecting the string, for a number r of p1 events.
In order to do so, these two values should meet e

r < T for any T given. Remember that for this
particular example e will be the number of symbols a read with probability c2 and r will be the
number of symbols a read with probability c1.

Now, using the knowledge we have about R and T , we will be able to study this maximization
of R. Considering R = nT then we have e = nT − r, and we will have the following inequality:

T >
e

r
=

(nT − r)
r

=
n

r
T − 1 (4.17)

This inequality is satis�ed i� r ≥ nT
T+1 , so we must calculate the probability of r ≥ nT

T+1 for
a set of symbols of size R = nT . Since we know that the probabilities of having a p1 event is
P (p1) = PNA

(z < d), we will not just be able to do that, but we will also be evaluating how
good is our estimation of R for this case. The bigger the probability of r ≥ nT

T+1 the better our
value of R will be, because that will mean that we will be reducing the probability of rejecting a
string. It is easy to see that the probability of r = i has a Binomial B(nT, P (p1)), and therefore,
the probability of r ≥ n is a summation of this Binomial:

P (r ≥ d nT

T + 1
e) = 1−

d nT
T+1
e∑

i=0

(
nT

i

)
P (p1)i ∗ (1− P (p1))nT−i (4.18)

Due to the di�culty of calculating this value, we will try to approximate this Binomial using
a Normal distribution. We know B(n, p) behaves as a normal distribution NT (np,

√
np(1− p))

when certain requirements are met [27]. These requirements depend on the value of n, p and
the value of some inequalities (3-standard-deviation, skewness...) which contains these variables,
but a good generalization of this requirements is that when n > 30 and 0.15 < p < 0.85 we can
make the approximation of a Binomial distribution to a Normal Distribution. So for the shake
of modeling, we will consider nT > 30 and 0.5 < P (p1) < 0.85, and we will calculate P (r ≥ n)
with normal distribution NT (n ∗ T ∗ P (p1),

√
n ∗ T ∗ P (p1) ∗ (1− P (p1))

P (r ≥ nT

T + 1
) = 1− P (r <

nT

T + 1
) ≈ 1− P (z <

nT
T+1 − nTP (p1)√
nTP (p1)(1− P (p1))

) (4.19)

Note that due we are working now with a normal distribution, no rounding will be necessary
nT
T+1 . So, in order to understand how the value of n a�ects the probability, we should study the
behavior of the expression contained in the probability:

X (n) =

√
nT (1− P (p1)(T + 1))

(T + 1)
√
P (p1)(1− P (p1))

(4.20)

In order to study its behavior, we should study its derivative (X ′) to know the growth of X ,
and its limit when n→∞. Then, it will be easy to see that X is either continuous, monotonic
increasing, or monotonic decreasing depending of the values of (1 − P (p1)(T + 1)) (here is
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important to remember that the values of T and P (p1) are constant). So, from this point we
have three di�erent case of study, depending on the values of P (p1)(T + 1):

1. P (p1)(T + 1) > 1, having X ′ < 0, and therefore X is monotonic decreasing. Here when
n→∞, X → −∞

2. P (p1)(T + 1) < 1, having X ′ > 0, and therefore X is monotonic increasing. Here when
n→∞, X →∞

3. P (p1)(T + 1) = 1, and X = 0

The �rst case is the most favorable to solve the example's problem. On this scenario when
n→∞ the probability P (r ≥ nT

T+1) = 1− P (z < −∞) = 1. What this is telling us, next to the
function being monotonic decreasing, is that the bigger the n we take, the lesser the chance of
rejecting a string, what also means, the lesser the cases of false negatives we will get. Also, we
will be able to measure how good our value of R is. We will be able to calculate the con�dence
of R, by calculating P (z < X (n)), which should be relatively easy.

Meanwhile the second case is the less favorable to solve the example's problem. On this
scenario when n → ∞ the probability P (r ≥ nT

T+1) = 1 − P (z < ∞) = 0. What this is telling
us, next to the function being monotonic increasing, is that the bigger the n we take, the higher
the chance of rejecting a string. Still this case will be useful for our next scenario, where we will
try to be avoiding false positives.

And the last scenario will require from a further analysis. On this scenario we have a constant
probability P (r ≥ nT

T+1) = 1 − P (z < 0) = 0.5. What this is telling us, is that it is irrelevant
the value of R, because the probability of r ≥ n will remain constant. Still, at this point is
important to remember that we are just calculating an approximation of P (r≥nT

T+1) . If we are
dealing with this scenario, a further analysis of the binomial summation 4.18 will be required,
in order to study if a particular case falls in scenario one or two, or in a combination of both.
On this further analysis most relevant values to study will be the values were a round of nT

T+1
will be necessary.

The conclusion we get from this example, is that when we have a constant value of c1 and
|Σ| and we know how �uncertain� is our read symbol (in the previous example it was the value
P (p1)), we are able to calculate a threshold T which indicates us a proportion of p2 events
we can admit for each p1 events on a read sub-string of R elements, in order to decide if we
admit this sub-string as valid or not. This variable T , under certain conditions (R > 30,
0.5 < P (p1) < 0.85, P (p1)(T + 1) > 1) will be an useful tool to reject possible non-matching
strings, reducing the amount of false negatives as much as we want. But it this example, we had
a scenario where our variable didn't reduce the amount of false negatives, but increased them
(when P (p1)(T + 1) < 1). In the following example, we will study deeply this scenario, and try
to �nd if our variable T can be useful on it.

Example XIV:Example XIV:Example XIV:

Let's consider a scenario with similar considerations as the previous example, but reversed.
Meanwhile we will be working with same considerations over adding events bi and change the
frequency of slits to get di�erent c1, to keep generality, this time we will be closing slit A, but still
we will be working with regular expression φ ≡ a∗. Therefore, in this scenario the probability
of p1 event will be P (p1) = PNB

(z > d). So, on this scenario we will continue studying how our
model will recover from reading errors, but on this time, we will try to �nd a value of R which
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will minimize the incorrect string acceptance. Now we will try to �nd a value of R = e+ r = nT
such as e

r > T for any T given, and we will have the following inequality:

T <
e

r
=

(nT − r)
r

=
n

r
T − 1 (4.21)

This inequality only is satis�ed i� r<nT
T+1 , so now we must calculate the probability of r < n

for a set of symbols of size R = nT . Since we know the probabilities of having a p1 event
(P (p1)), we will not only just be able to do that, but also, we will be evaluating how good is
our estimation of R for this case. The bigger the probability of r<nT

T+1 the better our value of R
will be, because that will mean that we will be reducing the probability of accepting an invalid
string. It is easy to see that the probability of r = i is a Binomial with parameters B(nT, P (p1)),
and therefore, the probability of r < n is a summation of this Binomial:

P (r < d nT

T + 1
e) =

d nT
T+1
e−1∑

i=0

(
nT

i

)
P (p1)i ∗ (1− P (p1))nT−i (4.22)

With similar conditions as previous example (R > 30, 0.15 < P (p1) < 0.5), and with the
same purpose of reducing the complexity of this calculation, we will approximate this binomial
probability to a normal distribution NT (n ∗ T ∗ P (p1),

√
n ∗ T ∗ P (p1) ∗ (1− P (p1)). Now we

will be able to calculate P (r<nT
T+1) in an easier way:

P (r <
nT

T + 1
) ≈ P (z <

√
nT (1− P (p1)(T + 1))

(T + 1)
√
P (p1)(1− P (p1))

) = P (r < X (n)) (4.23)

Note that due we are working now with a normal distribution, no rounding will be necessary
nT
T+1 . The analysis of X and the obtained scenarios are exactly the same as the previously found
out, but now the conclusions over the �rst and the second scenario have changed (the conclusion
for the third scenario keep being the same). Now the �rst scenario is the less favorable to solve
this new problem. On this scenario when n→∞ the probability P (r < nT

T+1) = P (z < −∞) = 0.
What this is telling us, next to the function being monotonic decreasing is that we are loosing
con�dence at the time of taking false positives as we increase the value of R.

Now the most favorable scenario is the second one, due to when n → ∞ the probability
P (r < nT

T+1) = P (z < ∞) = 1 and the function is being monotonic increasing. Now we are
lessening the chances of accepting a string, and therefore, lessening the cases of false positives.
Also, we will be able to measure how good our value of R is. We will be able to calculate the
con�dence of R, by calculating P (z < X (n)), which should be relatively easy.

The conclusion we get from this example, is that when we have a constant value of c1 and
|Σ| and we know how the noise a�ects our received symbol (in the previous example it was
the value P (p1)), we are able to calculate a threshold T which indicates us a proportion of p2

events we can admit for each p1 events on a read sub-string of R elements, in order to decide
if we admit this sub-string as valid or not. This variable T , under certain conditions (R > 30,
0.15 < P (p1) < 0.5, P (p1)(T + 1) < 1) will be an useful tool to reject possible non-matching
strings, reducing the amount of false positives as much as we want.
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5
Conclusions and future work

Regular expressions are powerful and well understood tool for matching �nite strings of symbols
drawn from a �nite alphabet. In this work we have presented an extension of regular expression,
to the case where the identity of the symbols we are receiving is uncertain. For this extension
we have de�ned a model where the symbols emitted are a�ected by channel noise, so for each
symbol ai, we will observe a probability distribution νi : Σ → [0, 1], where ν(a(n)) gives the
probability that the ith symbol that was sent to us is a(n). For this model we have analyses two
di�erent input types: �nite and in�nite strings.

In the case of �nite strings we presented an algorithm based on minimizing the residual
information, or in other words, an algorithm which ensures us the obtained matching string is
the most informative of all possible matching strings. Then we studied the behavior of this
algorithm on di�erent scenarios, with di�erent types of channel noises. On these scenarios we
have consider that the probability distribution ν(a(n)) takes value c1 for a(k), and c2 for a(i)

when i 6= k. We have show that when c1 is not bigger than c2, we can't have enough information
to make any assumptions about the emitted symbols, and therefore from this �nding, we have
only considered c1 > c2 in the rest of the work. The analysis of these scenarios have taken us to
de�ne a variable T (the Error Tolerance), which help us to discard potential matching strings
which do not contain enough information about the emitted symbols. This variable has been
very helpful to de�ne the model's behavior when having as input an in�nite list.

For the case of in�nite lists, we have shown that the problem is generally undecidable, but we
have de�ned the necessary conditions such that problem is decidable with P = 1. We have found
out that under the consideration of having a detector good enough to associate the majority
(not all) of correct emitted symbols to a higher probability, and with static probabilities (c1 and
c2 constant) our model has show up good levels of error recovery when taking enough amount
of symbols to consider before making a match (R > 30), while having the following problem
conditions:

• When we are having a high chance of associating the correct symbol to a high probability
(having P (p1) between 0.5 and 0.85), and this probability satisfy P (p1)(T +1) > 1, we can
reduce the probability of false negatives as much as we want (when n→∞ the probability
P (r ≥ nT

T+1) = 1)

• When we are having a low chance of associating an incorrect symbol to a high probability
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(having P (p1) between 0.15 and 0.5), and this probability satisfy P (p1)(T +1) < 1, we can
reduce the probability of false positives as much as we want (when n→∞ the probability
P (r < nT

T+1) = 1)

Is important to point out that, even thought both scenarios can take place at the same time,
they don't necessarily do so. Some of these conclusions have been presented in [1]

We leave the analysis of additional scenarios for future work, as the objective of this work
has been to obtain some preliminary result about conditions were our model could be applied.
Interesting scenarios were model could be studied is when having variable values of c1 and c2,
and probabilistic studies will be needed to de�ne the value of T , due its value won't keep static.

These results have shown that our model can be an interesting alternative to apply over
situations were regular expressions are used over an unbounded uncertain stream of data, in
order to improve the accuracy respect the classical model of regular expressions, even thought
additional studies would be needed. We believe these results will have implications for tool
designers and for future research aimed to improve and support the use of regular expressions.
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Glossary

• Unbounded streamUnbounded streamUnbounded stream: An in�nite sequence of symbols

• DecidableDecidableDecidable: The expression φ is decidable if there is an algorithm such that it takes as
input an instance of the problem and determines whether the answer to that instance is
yes no

• Limited expressionLimited expressionLimited expression: The expression φ is limited if all the words from the language de�ned
by φ are shorter than N <∞

• UnrealizableUnrealizableUnrealizable: The expression φ is unrealizable if it might require the computation of a
non-recursive function, or it might be logically inconsistent

• Elementary particleElementary particleElementary particle: An elementary particle in physics is the one which is not composed
by any other particle. These particles do not obey the laws of classic physics mechanics,
but the laws of quantum mechanics
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